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RECOMMENDED that the Committee reviews the outcomes of the work of the 
Internal Audit service and identifies any issues for further consideration 
 
PROGRESS AGAINST AUDIT PLANS 
 
1. The majority of the Audit Plan for 2015/16 has been completed and sufficient 

work has been undertaken in order for the Internal Audit Manager to give their 
annual report and assurance opinion which is reported elsewhere in the agenda. 
All remaining audits from 2015/16 are in progress and will be reported to the next 
Committee meeting. 
 

2. Work has commenced on the 2016/17 Audit Plan as detailed in Appendix A and 
timings have been agreed with CMT/HoS to ensure a steady flow of reports 
throughout the year. 

 
INTERNAL AUDIT REPORTS 
 
3. The following reports have been issued since the Committee received its last 

update in March 2016. 
 

 ICT: Storage Area Network (Substantial Assurance) – The aim of the 
audit was to ensure that the SAN is robustly constituted, has resilience 
built in, is protected against internal and external threats and performs as 
expected. The SAN set-up was found to be operating as documented with 
adequate environmental controls in place to protect the SAN environment. 
As a result of the review the Council will review swipe card access to the 
server room. 
 

 ICT: Configuration Management (Substantial Assurance) –The aim of the 
audit was to ensure that devices are built and maintained to an agreed 
and acceptable standard, do not contain vulnerabilities and are reviewed 
and updated routinely. Penetration testing and vulnerability scans are 
undertaken and no server vulnerabilities were found from the security 
scans requested during the audit. As a result of this review the Council 
will increase the minimum required password length for the Active 
Directory to eight characters, in line with industry standards.  
 

 ICT: Mobile Devices (Substantial Assurance) – The audit found that 
control, management and monitoring of mobile devices was satisfactory 
and that data is securely managed when transferred by mobile device. As 
a result of this review the Council will review all Active Directory accounts 
with non-expiring passwords.  



 

 Key Financial Controls: Treasury Management (Substantial Assurance) – 

Strong operational controls are in place to ensure that the Council’s 

assets are protected, while ensure adequate liquidity and yield to support 

the Council’s activities. Comprehensive monitoring and reporting along 

with frequent, direct involvement from the Director of Finance (Section 

151 Officer) ensures that the Council’s Treasury Management Strategy is 

adhered to. Internal Audit has, however, identified areas where scrutiny of 

Treasury Management, as required by the CIPFA Code, could be further 

strengthened.  

 

 Housing Health & Safety: Asbestos Management (Substantial Assurance) 

– Over the year controls have been significantly tightened in this area to 

ensure asbestos data, including asbestos surveys, is up to date. In 

addition, a new policy and procedures have been issued to help protect 

staff and tenants. 

 

 Housing Key Performance Indicators (Substantial Assurance) – Robust 

mechanisms are in place for collating, verifying and reporting housing 

performance indicators. There is, however, a slight overreliance on key 

management which could leave the system vulnerable in the event of 

unplanned absences. 

ONGOING AUDIT WORK 

4. A number of assignments in the 2016-17 Audit Plan are intended to provide 

advice and guidance to the Council throughout the year on current issues. As 

these assignments will not normally result in a single, traditional audit report, 

Internal Audit will summarise its output here for Councillors’ information: 

 

 Harlow Trading Services – The Internal Audit Manager continues to attend the 

LATC/Kier Harlow Project Group for governance which contributes to the 

transition from joint venture to local authority trading company. The group has 

reviewed delegated authorities in respect of the new entity and the Internal 

Audit Manager is also assisting with the appointment of its external auditors.   

 

 Agresso Upgrade Project – the Internal Audit Team has met with the Project 

Manager, attended the first meeting of the Project Group and conducted a 

brief review to ensure that key project documentation in place. Key risks have 

been highlighted to the Project Manager for further consideration.  

 

 Housing Fraud – Following the issue of the Internal Audit report on Right to 

Buy, managers have met to consider the way forward in respect of housing-

related fraud, which looks set to include the appointment of a dedicated fraud 



specialist in Housing Services. Quarterly meetings of the new Housing Fraud 

Group, of which Internal Audit is a member, have been programmed to ensure 

that anti-fraud plans remain on track.  

 

 In-Phase Project – The Internal Audit Manager continues to advise on the 

implementation of the new system through the Risk Management Task & 

Finish Group, including recent amendments to the Corporate Risk Register. 

The next phase of the project is looking to integrate service planning and risk 

management at departmental level. It is anticipated that Internal Audit will 

carry out some verification work later in the year. 

RECOMMENDATION TRACKER 

5. The Audit and Standards Committee receives details of all overdue 

recommendations, plus any fundamental recommendations from final reports, 

regardless of whether they are overdue or not.  

 

6. The current tracker (see Appendix B) contains 26 recommendations that have 

passed their due date. 

Recommendation Priority Number (as at 15 
March) 

Fundamental - not yet due 1 

Fundamental - passed due date 1 

Significant - passed due date 20 

Requires Attention - passed due date 5 

 

7. The two fundamental recommendations relate to the following:  

 Commercial Rents (overdue) – Overreliance on spreadsheet records will be 

resolved through better use of Technology Forge, the Council’s asset 

management system. Significant development and data cleansing work has 

been undertaken. This is now expected to be fully implemented by December 

2016. 

 Right to Buy (not yet due) – the Housing Service is currently determining what 

proactive steps need to take place reducing housing fraud, including the 

recruitment of a new Tenancy Enforcement Officer. This is on track for 

completion in December 2016, as originally planned. 

PERFORMANCE INDICATORS  

8. The table below sets out the performance indicators for 2016/17 as agreed at the 

March 2016 Audit and Standards Committee. 

 

9. It is too early in the year to report progress against most of these as no final 

reports have been issued. 



Aspect of 
Service 

Performance Indicator Target 

Audit Plan  Achievement of the annual 
Plan 

 95% minimum 
 

Internal Audit 
processes 

 Issue of draft report after 
closing meeting 

 Issue of final report after 
agreement with client to draft 

 10 working days 
 

 5 working days 

Effective 
management 
engagement 

 Management responses 
within 10 working days of 
draft report 

 Implementation of agreed 
audit recommendations  

 10 working days 
 

 Within agreed 
timescales 

Compliance with 
professional 
standards 

Public Sector Internal Audit 
Standards 

Compliant 

 

INTERNAL AUDIT SHARED SERVICE: BOROUGH OF BROXBOURNE, 
HARLOW AND EPPING FOREST DISTRICT COUNCILS  
 
10. The Internal Audit Manager has continued to oversee the delivery of Internal 

Audit services for Epping Forest District Council as well as Broxbourne and 

Harlow Councils with the cost of this post being shared equally.  

 

11. The intention is to establish a formal shared service between the three Councils, 

with Broxbourne being the lead authority, from 1 April 2017. This will involve staff 

from Epping Forest being transferred under TUPE to Broxbourne and will require 

their Cabinet approval. As Harlow no longer employs any internal auditors, and 

the new shared service will just be an extension of what is already formally in 

place between Harlow and Broxbourne, there is no need for Cabinet approval by 

Harlow Council.   

 

12. In the meantime, the Internal Audit Team has developed an integrated planning 

and delivery process which sees auditors working across all three councils 

during 2016/17.  

 
13. Harlow Council has continued to benefit from the Internal Audit Shared Service 

in the following ways:- 

 The Internal Audit Manager has agreed with Epping Forest District Council 

for members of their Corporate Fraud Team to carry out some investigatory 

work and provide training to Home Ownership Team and housing staff at no 

extra cost to Harlow Council. This is currently taking place. 

 The effects of unavoidable staff absences in March 2016 were mitigated by 

the support of staff from Broxbourne and Epping Forest Councils 

demonstrating improved resilience for the service.  



 A comparative exercise has been carried out across all three Councils in 

respect of Officer gifts & hospitality and Officer declarations of interest. This 

has resulted in a short report to the Corporate Governance Group, 

recommending ways to both strengthen and streamline Harlow Council 

processes. 

 

IMPLICATIONS 

Place (includes Sustainability) 
None specific. 
Author: Graeme Bloomer, Head of Place 
 
Finance (includes ICT) 
It is important that the organisation responds to and implements the 
recommendations flowing from the internal audit process in order to protect and 
improve the overall internal control environment of the Council. 
Author: Simon Freeman, Head of Finance  
 
Housing 
None specific. 
Author: Andrew Murray, Head of Housing 
 
Community Wellbeing (includes Regeneration, Equalities and Social Inclusion) 
None specific. 
Author: Jane Greer, Head of Community Wellbeing 
 
Governance (includes HR) 
Internal Audit provides a key element of assurance within the overall Governance 
framework within the Council and it is important that recommendations flowing from 
internal audit recommendations are acted upon and implemented within reasonable 
timescales if reliance on internal controls and procedures is to continue. 
Author: Brian Keane, Head of Governance 
 

BACKGROUND PAPERS 
Internal Audit Plan and Internal Audit monitoring reports 
 

Glossary of terms/abbreviations used 

CMT – Corporate Management Team 

HoS – Heads of Service 

 

Appendices 

Appendix A – Audit Plan Monitoring 

Appendix B – Audit Recommendations Tracker 

 


